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Abstract
Electronic health records (EHRs) have the potential to increase the 
quality and decrease the cost of cancer care. These twin goals can 
only be met by a fully functional oncology EHR, which includes at 
a minimum: searchable data repositories, clinical decision support 
(CDS), the ability to electronically order chemotherapeutic med-
ications, and the ability to interface with patients via a patient 
portal. Such fully functional EHRs not only offer patients the best 
potential for high-quality care, they enable retrospective analysis 
to answer a wide variety of comparative effectiveness and qual-
ity improvement questions. The significant barriers of cost, time 
pressures, aversion to CDS, and interoperability will need to be 
overcome if EHRs are to be meaningfully used by the majority of 
oncologists. (JNCCN 2012;10:584–588)

crisis point and beyond. The increasing rate of growth 
of medical care costs, without evidence of a correspond-
ing improvement in health care quality, threatens the 
system of medical care. Oncology accounts for a sizeable 
and growing proportion of total health care costs, espe-
cially those borne by “entitlement” programs, such as 
Medicare. The complexity and cost of oncology care re-
quire the organizational capacity that a fully functional 
EHR can offer.

Fully functional EHRs foster the twin goals of in-
creasing quality and decreasing costs in 3 major ways: 
1) enabling effective communication, 2) allowing the use 
of decision support technologies, and, most importantly, 
3) generating structured data. First, given the complexity 
of cancer care throughout the disease process, it is not 
unusual for a patient to have multiple sites of care (e.g., 
surgeon and medical oncologist at a tertiary center, ra-
diation oncologist at a location closer to home, physical 
therapist at a third location, visiting nurse and/or hospice 
care at the home). Electronic records directly augment 
the coordination of services between these providers. The 
ability of individual providers to manage the continuing 
proliferation of novel chemotherapeutic agents, imaging 
modalities, molecular diagnostic testing, and the appro-
priate use of radiation oncology is becoming increasingly 
difficult. Although decision support algorithms (such as 
the NCCN Clinical Practice Guidelines in Oncology 
[NCCN Guidelines]) are available outside of an EHR, 
an integrated solution will improve the workflow in busy 
offices. Computerized decision support (CDS), as part of 
an integrated EHR, will ensure compliance with national 
guidelines and may even supplant third-party appropri-
ateness review. Finally, the importance of data generation 
from routine patient interactions cannot be overempha-
sized. These data allow for the systematic collection of 
risk-adjusted outcome data to create much-needed com-
parative effectiveness and utilization review databases.

From aBeth Israel Deaconess Medical Center and bMassachusetts 
General Hospital Cancer Center, Boston, Massachusetts.
Submitted November 15, 2011; accepted for publication  
February 20, 2012.
The authors have disclosed that they have no financial interests, 
arrangements, or affiliations with the manufacturers of any 
products discussed in this article or their competitors.
Correspondence: Ephraim Hochberg, MD, Massachusetts General 
Hospital Cancer Center, 55 Fruit Street, Yawkey 9(9852), Boston, 
MA 02114. E-mail: ehochberg@partners.org

Where is the EHR in Oncology?

Jeremy Warner, MD, MS,a and Ephraim Hochberg, MD,b Boston, Massachusetts

Over the past 20 years, technological advances have 
transformed the clinical practice of oncology. Signifi-
cant changes have been made in radiation oncology, 
novel targeted chemotherapies, and new modalities of 
diagnostic radiology. In comparison, progress in elec-
tronic records has been limited. In 1991, the Institute 
of Medicine (IOM) encouraged the implementation 
of computer-based patient records, now commonly re-
ferred to as electronic health records (EHRs). Despite the 
promise of increasing health care quality and decreasing 
cost, adoption of EHRs has been surprisingly slow. Over 
the same 20 years, the rising costs of health care, includ-
ing cancer care, have brought the United States to the 



Brief Report

Where is the EHR in Oncology?

© JNCCN–Journal of the National Comprehensive Cancer Network | Volume 10 Number 5 | May 2012

585

Practicing oncologists who use EHRs will use 
them in 1 of 4 ways: 1) as a data repository, 2) as a 
database that can generate information for clinical 
and research tasks on demand, 3) as a chemotherapy 
order entry tool, or 4) as a means of communication 
with patients via a patient portal. So where are the 
EHRs in oncology now and why has progress in this 
arena been so slow? Before discussing the incentives 
for and barriers against implementation of EHRs, 
each of these are considered individually.

EHRs as a Data Repository
According to the Centers for Disease Control and 
Prevention’s National Ambulatory Medical Care 
Survey (NAMCS), half of the outpatient EHRs in 
use today are basic systems that are essentially data 
storage facilities. For example, high-throughput 
scanners can easily transform the thickest paper re-
cords into an electronic PDF format. Although this 
transition can alleviate physical storage problems, 
the fact that these charts are often faxed or reprint-
ed when clinically necessary is evidence that these 
are “EHR” in name only. The usefulness of these 
repositories is also diminished by vast amounts of 
information that no longer has clinical relevance, 
such as vital sign records obtained during a hospi-
talization. Although optical character recognition 
technology may be able to transform these EHRs 
into databases in the future, their ability to facili-
tate provider communication and decrease cost of 
care is limited.

EHRs as a Relational Database
All EHRs that function beyond basic repositories are 
structured databases. The “heart” of these systems is 
a relational database management system; simplisti-
cally, this generates data output in the form of tables 
or other structures at the user’s request. The work to 
generate this output is done “behind the scenes” so 
that the end user sees a seamless front end without 
having to worry about the details. After all, it does 
not really matter to clinicians how the vital signs, 
laboratory results, notes, and radiology reports are 
stored, as long as they are readily accessible. These 
systems typically have capacity for extended “look-
back,” so that a chart biopsy is relatively easy for the 
practicing oncologist (as long as the patient has been 

seen previously at the institution, which is discussed 
in more detail later). In addition to enabling effi-
cient clinical care, database-driven EHRs also can 
become valuable resources for health services, qual-
ity, and outcomes researchers. Despite this, structure 
concerns remain that even extensive EHRs do not 
contain sufficient information.1

One obstacle to clinician buy-in to these sys-
tems is that many of them tend toward an unnatural, 
database-driven data entry system. Entering data 
in structured format (e.g., checkboxes and drop-
down menus) places severe constraints on clinician 
autonomy and consumes the precious resource of 
time.2 The time required to interface with an EHR 
has been shown to be a source of clinician career 
dissatisfaction. Fortunately for clinicians, these 
structured data can be used to feed CDS algorithms, 
which dramatically improve the efficiency of pa-
tient care. For example, a simple CDS system can 
remind providers that all female patients of child-
bearing age with newly diagnosed cancer should 
have a documented pregnancy test before starting 
chemotherapy. In a fully integrated scenario, the 
NCCN Guidelines themselves could be embedded 
within an EHR oncology module, such as remind-
ing a clinician of the NCCN level of evidence and 
consensus for the use of maintenance rituximab af-
ter initial therapy in follicular lymphoma but not 
in diffuse large B-cell lymphoma. For the portions 
of the EHR that remain in narrative format (such 
as most clinician notes, radiology reports, and pa-
thology reports), promising new technology based 
on natural language processing and machine learn-
ing has shown that important information, such as 
adverse drug events, postoperative complications, 
and elements of the oncologic history, can be au-
tomatically extracted with acceptable accuracy and 
precision.3–6

A lack of interoperability has also diminished en-
thusiasm for these systems. This occurs for several rea-
sons, primarily HIPAA concerns and the widely held 
perception by practices that they “own” their patients’ 
data. Given the long list of potential health care pro-
viders, it would be very unusual for a patient to receive 
all of their care at a single institution, especially the 
tertiary care institutions that NCCN comprises.

Several solutions to this problem have recently 
arisen. One solution is simply for multiple practices 
to adopt a unified EHR that should theoretically cap-
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ture more of a patient’s medical history. Although 
this solution may give a practice group a competitive 
edge, it also creates “walled gardens” that still suffer 
from the interoperability problem for patients who 
are changing geographic locations. Health informa-
tion exchanges (HIEs), most notably the Indiana 
HIE, subvert this problem by developing methods 
for individual EHRs to “talk” to each other, allowing 
for secure sharing of patient data at a regional level. 
Broader efforts to extend this solution through the 
HL7 data interchange are also underway. Another 
solution that has recently been implemented at Har-
vard Medical School, primarily for research purposes, 
is a federated database called the Shared Health Re-
search Information Network (SHRINE).7 This is a 
virtual database that can search across individual in-
stitutional databases and present results in aggregate 
form, de-identified form, or even fully identified form 
when appropriate Institutional Review Board (IRB) 
review has occurred. The usefulness of this tool is 
hampered somewhat by the requirement of Data Use 
Agreements for HIPAA Limited Data Sets between 
all participating institutions and IRB review for any-
thing other than aggregate data, but the tool does 
represent a leap forward in interoperability. Some 
initial forays were also made toward patient-centered 
EHRs, wherein patients ultimately maintain their 
own records, such as through Google Health, but 
this specific effort was recently terminated.

EHRs as an Order Entry System
The order entry capabilities of an EHR are usu-
ally intertwined with the data storage operations 
but should be considered separately, and are often 
sold as separate commercial products. For the on-
cologist, the essential capability that these systems 
offer is the ordering of chemotherapy, with auto-
matic calculation of body surface area, creatinine 
clearance, and more. These systems can essentially 
eliminate sources of error such as handwriting il-
legibility and incorrect mathematical calcula-
tions. They also offer the opportunity to interface 
with the routine outpatient pharmacy system and 
can identify potentially deadly medication inter-
actions and allergies. Although EHRs that in-
tegrate chemotherapy regimen ordering cannot 
eliminate error completely, they offer the promise 
of consistency and increased safety.8 Such an in-

tegrated system can also easily meet most of the 
requirements of “meaningful use” as defined by the 
Health Information Technology for Economic and 
Clinical Health Act (HITECH). In the future, 
advanced systems are likely to offer recommenda-
tions regarding renal and hepatic dosing modifica-
tions and oncologic subtleties, such as capturing 
lifetime doses of anthracycline.

EHRs as a Patient Portal
Although most innovations in EHRs have focused 
on robust data storage, improving clinician work-
flow through order entry, and safety checks through 
CDS, the ultimate beneficiary of all of this effort 
is the patient. A parallel effort to provide patients 
with increased access to their records has resulted 
in the creation of patient portals at many large and 
small health care institutions. This is considered 
one of the central definitions of Accountable Care 
Organizations (ACOs).

This stipulation is not without controversy for 
oncologists, who often must deliver bad news to pa-
tients. Many oncologists see their central role as the 
“navigator” of bad news (often due to the results of 
radiologic studies), and when patients are able to ac-
cess this news themselves in advance of a face-to-face 
meeting, the potential result is excess anxiety. Addi-
tionally, most radiology reports contain language that 
can be concerning and frightening to patients, even 
when they do not, in fact, contain bad news. This 
controversy has caused resistance in adopting patient 
portals and does not yet have a clear resolution.

Incentives and Barriers
The degree to which oncology practices are cur-
rently implementing fully functional EHRs (those 
that have functions beyond basic data storage, bill-
ing, and scheduling services) is difficult to estimate. 
Clearly, the transition from paper records to EHRs 
has significantly lagged behind the IOM call and the 
more recent 2007 ASCO Electronic Health Record 
Roundtable recommendation that EHRs be widely 
adopted by oncology practices.9 More recently, the 
converging forces of risk redistribution in the form 
of ACOs and comparative effectiveness data acquisi-
tion are rapidly accelerating this transition.10,11 The 
expense associated with conversion from paper to 
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electronic format, which is usually identified as the 
major obstacle to implementation, is beginning to be 
defrayed through incentives. HITECH was enacted 
as part of the American Recovery and Reinvestment 
Act of 2009 and provides incentive payments, up to 
$44,000 per individual practitioner, to promote the 
adoption of EHRs. These incentives will turn into 
penalties beginning in 2014, placing further finan-
cial strain on already marginal practice revenue.

Although most practices will certainly have gone 
electronic by then, some will be less likely to make 
the conversion, primarily because the financial bar-
riers to implementation may not be exceeded by the 
financial penalties of noncompliance with HITECH. 
Although the complexity of the software product is a 
major driver of initial expense, maintenance of soft-
ware and hardware are likely stronger contributors 
to overall cost. Hardware must be regularly upgraded 
and be robust enough to deal with the demands of 
large databases and real-time information requests. 
Additionally, security strategies to ensure the pres-
ervation of privacy in the event of theft or loss of 
information are costly to implement. Software must 
also be regularly upgraded, especially for systems that 
incorporate chemotherapy order entry, as continuing 
approvals of antineoplastic drugs fortunately con-
tinue to occur. These upgrades are usually provided 
at great expense by software vendors, and may also 
require one or more full-time staff onsite, depending 
on the size and complexity of the EHR system.

Aside from the financial incentives and barriers, 
several other notable obstacles exist to conversion 
from paper chart to EHR. The most significant is time 
pressure. An EHR will almost inevitably operate more 
slowly than a paper chart. The reasons range from the 
simple time needed to boot a computer or log in to a 
system, to the time needed to type electronic signa-
tures, to the time needed to check boxes on a structured 
template. The ever-increasing pressures on oncologists 
to see patients in a timely and efficient fashion coun-
tervail this broad change in the health care landscape. 
An EHR that cannot accommodate the workflow of a 
busy practitioner will not be adopted regardless of the 
financial pressure from the HITECH funding.

Another barrier, which perversely is also the ma-
jor promise of EHRs, is an aversion to CDS. The “an-
noyance factor” of a nagging reminder that has little 
clinical consequence for oncology patients, such as a 
reminder for a patient with terminal breast cancer to 

get their colonoscopy, may lead to a general aversion 
to CDS in general. In general, the physician popula-
tion as a whole has not yet been sold on the useful-
ness of CDS, which is also sometimes thought of as 
a threat to general physician autonomy. The hope is 
that robust and useful CDS, such as automated in-
corporation of guidelines into the EHR, will become 
widely available in the next few years. The efficiency 
offered by this level of implementation and the im-
provement in the quality of oncology care should fi-
nally overcome this barrier.

The final major barrier to implementation is 
the simple human desire to preserve the status quo. 
Although those born after 1980 have grown up in 
a society immersed in technology, many practicing 
oncologists do not fit this mold, and may prefer to 
maintain the paper charts they have always used.

Conclusions
Interest in using EHRs in the oncology setting has 
never been greater. Robust, fully functional EHRs, 
which are not merely data repositories but rather 
comprehensive data storage and retrieval, CDS, or-
der entry, and patient portal systems, are clearly the 
best way to create a rapid learning system for can-
cer care.12 Not only do these systems offer patients 
the best potential for high-quality care, they enable 
retrospective analysis to answer a wide variety of 
comparative effectiveness and quality improvement 
questions. Academic researchers will have far more 
valid estimates of disease-free survival for critical 
subpopulations treated with high-risk biologics, and 
will be able to capture the entire spectrum of cancer 
care in large numbers of patients. The incorpora-
tion of genotype-directed therapy (e.g., BRAF, ALK, 
EGF) into cancer care and the maintenance of these 
data can only realistically occur in an EHR. Finally, 
outcomes data culled from EHRs will enable the de-
livery of accurate pay-for-performance initiatives.

Critical challenges remain, most notably the tech-
nical and institutional challenges of interoperability, the 
ethical challenges of patient portal disclosures, and the 
problem of turning barriers into incentives. In answer 
to the question “Where is the EHR in Oncology?,” the 
only answer is that the next 5 years will dramatically 
transform the practice.
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